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+» Different biometric modalities, and multi-biometrics

*» Biometric Template Protection and Attack Detection
“* Synthetic data )
*» Explainability
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European
Association for

eab
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» The EAB is a non-profit, nonpartisan association https://eab.org

» EAB supports all sections of the ID community across Europe, including governments, NGO’s,
industry, associations and special interest groups and academia

» Our role is to promote the responsible use and adoption of modern digital identity systems that
enhance people’s lives and drive economic growth.

» Free membership for PhD students! https://eab.org/membership/types of membership.html
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European K
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» Initiatives to foster network and knowledge-sharing
“» Annual conference: EAB-Research Project Conference (RPC)
+*» Council of Wisdom (CoW)

“* Workshops on relevant topics (e.g. Presentation Attack Detection, Morphing Attack Detection, Sample
Quality, Biometric Template Protection)

*“* Online Seminar every second week
+» Recorded keynote talks

% Monthly newsletter

+“» Annual academic graduation report
*» Opensource repository
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Introduction
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Biometric Recognition

Impersonation Attacks on Biometric Systems

N
» How can we identify ourselves? @

*» Something that we know: Passwort, PIN !
“» Something that we have: SmartCard, USB-Token, Key
“» Something that we are: biometric characteristics

-
» |SO Definition of Biometrics: “Automated recognition of individuals
based on their biological and behavioural characteristics” ) y
+» Cannot be passed on
; Rl Research Institute

+* Duplicate check
+* Re-use without security compromise
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** Fine-tuning for different scenarios
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Impersonation Attacks

Tamper the reference

Data Storage

Morphing Attack
—

m) Leakage Attack
ISO/IEC 20059

Modify Reference mmmmmlp

Data Capture Signal | Comparison |===p Decision

t I Procetssing I t I t

. i . Modify
Modify .
Presentation Injection Ogieg:ﬁe Probe Cove”'df Score ~ Override
Attack Attack omparator Decision
Processor Module
ISO/IEC 30107 ISO/IEC 25456
\_ _J

Tamper the probe
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i
» -’ - » - « Data Storage

Presentation g
Attack! — Accept/Reject
Injection
Attack!
, ca
Reconstruction PRy
Process ; ‘;".‘:
Presentation Attack Tty
Instrument (PAI) Reconstructed Stolen ISO

[Galbally et al., Pattern Recognition Letters, 2009] [Cappelli et al., IEEE Trans. PAMI, 2007]
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Inverse Biometrics
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» It was a common belief that the stored templates revealed no information about the biometric characteristics:

my = (x1,Y1,0;)
mo = (T2, Y2,0;)
mgz = (r3,Yy3,0;)
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Hill Climbing Attacks

Access Granted

Attacked
template
Synthetic - -

Modification

Template scheme

G
J

Score
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» Based on the HC algorithms, we can reconstruct biometric samples:

[M. Gomez-Barrero et al., Int. Conf. on Biometrics, 2012]
[M. Gomez-Barrero et al., Information Sciences, 2014]
[J. Galbally, et al., Computer Vision & Image Understanding, 2013]
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HC based on Uphill Simplex

» Stopping criteria:

“*» One of the points of the simplex is
close enough => success

“<» Maximum number of iterations
allowed reached => failure

‘ Rl Research Institute
Cyber Defence
CODE Universitdt der Bundeswehr Miinchen

» New point:
+» Compute centroid:

_ |
yzK——l—lzyi
(2

“* Try reflection:
a=(l+a)y—ay

+“» Try expansion
b=vya+(1-7)¥

or contraction:

b = By, + (1 - B8)y

[M. Gomez-Barrero et al., Int. Conf. on Biometrics, 2012]
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Impersonation Attacks on Biometric Systems

» We start with a random population of binary individuals

» At each iteration, we generate a new population:
+ Elite: two best individuals remain
+» Selection: stochastic universal sampling
+» Crossover: scattered crossover
+*» Mutation: random changes

» Our fitness function is the similarity score

» Stopping criteria:
+“* One of the individuals exceeds the verification threshold => success
“» Score increase in the last generations is very small => failure

)

L 4

>

L)

» Maximum number of iterations allowed reached => failure

)

[J. Galbally, et al., Computer Vision & Image Understanding, 2013]
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Parents Children
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Mutated children

—_— _— —_— _— —_— _— —_— _— —_— _— —_— _— —_— _— —_— _— —_— _— —_— _— —_— _— —_— _— d
[J. Galbally, et al., Computer Vision & Image Understanding, 2013]
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Can you tell them appart?
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Presentation & Morphing Attacks
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Presentation Attack

Impersonation Attacks on Biometric Systems

[ISO/IEC IS 30107-1 on PAD]

» Presentation attack: presentation to the biometric capture subsystem with the goal of interfering
with the operation of the biometric system
“» Impostor: subversive biometric capture subject who attempts to being matched to someone else's
biometric reference

+» Identity concealer: subversive biometric capture subject who attempts to avoid being matched to their
own biometric reference

1 Research Institute
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Impersonation Attacks on Biometric Systems Are PAS d an 8e rous ?

» Case study: ArcFace

[ Mated comparisons [ Mated cémparisons

N -
6 ! "] Non-mated comparisons | 4.0 1 Non-mated comparisons
[ Attack presentations 5% [ Attack presentations
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(a) Training set from Replay-Mobile. (b) Training set from CSMAD-Mobile.
[L. J. Gonzalez-Soler et al., BIOSIG, 2022]
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Impersonation Attacks on Biometric Systems

» Ultimate goal: modify the enrolment data so that a single reference can be positively matched to two
or more subjects

» Either image or template domain
“» Average of two images based on landmarks + postprocessing
“» Use of GANs to edit the latent space
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» Image domain produces many artifacts, easy to spot by a human examiner

» |dea: work on the latent space of the face recognition system (e.g. templates) and recover the
average image

[U. M. Kelly et al., BIOSIG, 2022]
‘ Rl Research Institute
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Countermeasures
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When is an Attack Successful?

» Common Criteria: the potential of a given attack to succeed will depend on
+“» the attacker’s knowledge,
“»* the window of opportunity, and
+«» other factors to create the attacking instrument

o E.g., sufficient quality of the sample to extract features that match against the targeted individual’s
reference.
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Impersonation Attacks on Biometric Systems CO u nte rmeasures

» Prevent inversion attacks:
+» Techniques as score quantization can help “up to a point”
*» Biometric template protection

» Presentation Attack Detection (PAD) + Injection Attack Detection (IAD) for the probe biometric data

» Morphing Attack Detection (MAD) for the reference data
“» And additional measures, e.g. live enrolment for passports, such as Norway or Germany (started in 2025)

» Quality checks
*» Not just image sharpness, but biometric quality checks
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Protecting the subject’s privacy

Impersonation Attacks on Biometric Systems

[ISO/IEC IS 24745 on Biometric Information Protection]

Female, Unllnkablllty
- white, Renewability
30s...
- .

Irreversibility
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BTP Based on Bloom Filters

Impersonation Attacks on Biometric Systems

Re-Arranged Block

JnBits 0 n S Protected Template
Bloom Filter 1 0
1 0
[Gomez-Barrero et al., Information Sciences 2016] 1 BF per block, of 2nBits 0 0
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Presentation Attack Detection: Software

5-layer residual Sres
(from scratch) &

Presentation Attack Detection: MobileNet based Smob
Hardware (pre-trained) &

&>

MobileNetV2 based | Smob?2 _
— i Bona fide
I I I I (pre-trained) & & » Fusion »
S
nm: 1200 1300 1450 1550 VGG19based | °vggld i

(pre-trained)
SWIR sensor SWIR samples Presentation

attack

=
{

S S S S S . VGGFace based SvggF
. . ) —

| &% - depthwise convolutions | (pre-trained)

. & - residual connections |

1 Research Institute

‘ [M. Gomez-Barrero, et al., in Artificial Intelligence and Deep Learning in Biometric Security: Trends, Potential and Challenges, 2021]
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4@ Morphing Attack Classification Error Rate (MACER).
® ] .
0')@ M’ Research nstitute IS FRVT MORPH (Automated Morphs left, Manual Morphs right)
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Biometric Quality

[ISO/IEC IS 29794-1 on Biometric Sample Quality

» Biometric Quality: degree to which a biometric sample meets the specified requirements for its
targeted application

+» Character of a sample: worn friction ridges have poor character and blepharoptosis (droopy eyelid) causes
poor iris character.

+» Fidelity of a sample to the biometric characteristic from which it is derived.
+» Utility of a sample within a biometric system

o Predicted positive or negative contribution of an individual sample to the overall performance of a
biometric system

» Utility-based quality is dependent on both the character and fidelity of a sample or reference as well
as the details of the specific biometric system of which performance is being evaluated

++ Utility is not necessarily a universal attribute of a sample consistent across all systems!
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» Fingerprint: NFIQ2 from NIST, standardised on ISO/IEC 29794-4
¢ https://www.nist.gov/services-resources/software/nfiq-2

X/

+* Contact-less?

» Face: OFIQ from BSI, standardised on ISO/IEC 29794-5

<% https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Informationen-und-
Empfehlungen/Freie-Software/OFIQ/OFIQ 1 0/OFIQ 1 0 node.html

» Other characteristics?
“* No standard implementation YET

‘ Rl Research Institute
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Conclusions
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Impersonation Attacks on Biometric Systems CO nc I usions

» Impersonation Attacks on biometric systems:
“* Injection attacks of inverted templates / replay attack
“» Presentation attacks on the capture device
“* Morphing attacks on the reference

» Countermeasures:
“» Privacy protection through biometric template protection
“* Presentation Attack Detection (PAD)
“*» Morphing Attack Detection (MAD)
“* Injection Attack Detection (IAD)
“*» Biometric Quality
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