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Pseudorandom Functions



Pseudorandom Functions (PRFs) [GGM86]

Definition. Deterministic keyed functions indistinguishable from truly random functions.

F:KxX—=Y)Y

Set of outputs with msk

010 11 161 1101 110 101 010 1
100111 10 0100 1001 1000 11 100

11010 1010 1111 101011 010001
1110010 10101000 1011 01001
1000 11001 10101011 100101

10110 101111 00000 10001 1
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Pseudorandom Functions (PRFs) [GGM86]

Definition. Deterministic keyed functions indistinguishable from truly random functions.

F:KxX—=Y)Y

Set of outputs with msk

010 11 161 1101 110 101 010 1
100111 10 0100 1001 1000 11 100

11010 1010 1111 101011 010001
1110010 10101000 1011 01001
1000 11001 10101011 100101

10110 101111 00000 10001 1

Set of outputs without msk
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Pseudorandom Functions (PRFs) [GGM86]

Definition. Deterministic keyed functions indistinguishable from truly random functions.

- Application

Set of outputs with msk Set of outputs without msk

010 11 161 1101 110 101 010 1
100111 10 0100 1001 1000 11 100

11010 1010 1111 101011 010001
1110010 10101000 1011 01001
1000 11001 10101011 100101

10110 101111 00000 10001 1

F:KxX—=Y)Y
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Pseudorandom Functions (PRFs) [GGM86]

Definition. Deterministic keyed functions indistinguishable from truly random functions.
- Application

F:KxX—=Y
Secret-Key now,c = m @ Fj (now)
Encryption
m m < c @ Fj (now)
Set of outputs with msk Set of outputs without msk

010 11 161 1101 110 101 010 1
100111 10 0100 1001 1000 11 100

11010 1010 1111 101011 010001
1110010 10101000 1011 01001
1000 11001 10101011 100101

10110 101111 00000 10001 1
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Pseudorandom Functions (PRFs) [GGM86]

Definition. Deterministic keyed functions indistinguishable from truly random functions.
- Application

F:KxX—Y
Secret-Key now,c = m @ Fj (now)
Encryption
+ many more m m < c @ Fj (now)
Set of outputs with msk Set of outputs without msk

010 11 161 1101 110 101 010 1
100111 10 0100 1001 1000 11 100

11010 1010 1111 101011 010001
1110010 10101000 1011 01001
1000 11001 10101011 100101

10110 101111 00000 10001 1
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Constrained
Pseudorandom Functions



Constrained Pseudorandom Functions (CPRFs)sw13 kprz13 Bai14]

Pseudorandom Functions with constrained access to the evaluation.

Set of outputs with msk Set of outputs without msk

010 11 161 1101 110 101 010 1
100111 10 0100 1001 1000 11 100

11010 1010 1111 101011 010001
1110010 10101000 1011 01001
1000 11001 10101011 100101

10110 101111 00000 10001 1

Mahshid Riahinia — GDR-Sécu-JN2025 Randomness Delegation & Secure Computation



Constrained Pseudorandom Functions (CPRFs)sw13 kprz13 Bai14]

Pseudorandom Functions with constrained access to the evaluation.

Set of outputs with msk Set of outputs without msk

010 11 161 1101 110 101 010 1
100111 10 0100 1001 1000 11 100

11010 1010 1111 101011 010001 Ck
1110010 10101000 1011 01001 For a subset
1000 11001 10101011 100101 ScX

10110 101111 00000 10001 1
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Constrained Pseudorandom Functions (CPRFs)sw13 kprz13 Bai14]

Pseudorandom Functions with constrained access to the evaluation.

Set of outputs with msk

010 11 101 1101 110 101 010 7
100111 10 0100 1001 1000 11 100
11010 1010 1111 101011 010001 Ck 1010 1111 101011
1110010 10101000 1011 01001 For a subset 1110010 101016000 1011
1000 11001 10101011 100101 ScX 11001 10101011
10110 101111 (01010]0]0] 10001 1
using ck @

local evaluationon S
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Constrained Pseudorandom Functions (CPRFs)sw13 kprz13 Bai14]

— Application >4
E now, c = m @ Fj, (now) E
m m 4 c & Fj (now)
Set of outputs with msk

010 11 101 1101 110 101 010 7
100111 10 0100 1001 1000 11 100
11010 1010 1111 101011 010001 Ck 1010 1111 101011
1110010 10101000 1011 01001 For a subset 1110010 101016000 1011
1000 11001 10101011 100101 ScX 11001 10101011
10110 101111 (01010]0]0] 10001 1
using ck @

local evaluationon S
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Constrained Pseudorandom Functions (CPRFs)sw13 kprz13 Bai14]

. . Let's add
— Application < C 1o tho
chat
now,c = m @ F}, (now)
m
Set of outputs with msk

010 11 161 1101 110 101 010 1
100111 10 0100 1001 1000 11 100

11010 1010 1111 101011 010001 Ck 1010 1111 101011
1110010 10101000 1011 01001 For a subset 1110010 10101000 1011
1000 11001 10101011 100101 ScX 11001 10101011

10110 101111 0]01010]0] 10001 1
using ck

local evaluationon S
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Constrained Pseudorandom Functions (CPRFs)sw13 kprz13 Bai14]

ooo! Hide
msgs from
24/6/25

— Application >q

E now, c = m @ Fj, (now) E
m
010 11 1061 1101 110 101 o010 1

100111 10 0100 1001 1000 11 100
11010 1010 1111 101011 010001 Ck
1110010 10101000 1011 01001 For a subset 1110010 10101000 1011
1000 11001 10101011 100101 ScX 11001 10101011

10110 101111 0]01010]0] 10001 1
using ck

local evaluationon S

Set of outputs with msk

1010 1111 101011
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Constrained Pseudorandom Functions (CPRFs)sw13 kprz13 Bai14]

ooo! Hide
msgs from
24/6/25

— Application >q

E now, c = m @ Fj, (now)

m
010 11 161 1101 110 101 010 1

100111 10 0100 1001 1000 11 100
11010 1010 1111 101011 010001 Ck
1110010 10101000 1011 01001 For a subset 1110010 10101000 1011
1000 11001 10101011 100101 ScX 11001 10101011
10110 101111 00000 10001 1

using ck &

local evaluationon S

Set of outputs with msk

1010 1111 101011
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Constrained Pseudorandom Functions (CPRFs)sw13 kprz13 Bai14]

ooo! Hide
msgs from
24/6/25

— Application

>«

E now, c = m @ Fj, (now)

. a9

S= Always\{24/6/25@**:**}

Set of outputs with msk

010 11 101 1101 110 101 010 7
100111 10 0100 1001 1000 11 100
11010 1010 1111 101011 010001 Ck
1110010 10101000 1011 01001 For a subset 1110010 101016000 1011
1000 11001 10101011 100101 ScX 11001 10101011
10110 101111 (01010]0]0] 10001 1
using ck @

local evaluationon S

1010 1111 101011
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Constrained Pseudorandom Functions (CPRFs)sw13 kprz13 Bai14]

ooo! Hide
msgs from
24/6/25

— Application

>«

E now,c = m @ F}, (now)
Recovers all messages D ./Cks

except for those from
24/6/25 S= Always\{24/6/25@**:**}

Set of outputs with msk

010 11 101 1101 110 101 010 7
100111 10 0100 1001 1000 11 100
11010 1010 1111 101011 010001 Ck
1110010 10101000 1011 01001 For a subset 1110010 101016000 1011
1000 11001 10101011 100101 ScX 11001 10101011
10110 101111 (01010]0]0] 10001 1
using ck @

local evaluationon S

1010 1111 101011
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Constrained Pseudorandom Functio

ns (CPRFs)aw13,kp1z13,86114]

— Application ooo! Hide
PP msgs from | 234
Secret-Key 24/6/25 7
Attribute-Based now, ¢ = m & Fy (now)
Encryption
Recovers all messages ./k
+ many more except for those from CKs
24/6/25 S= Always\{24/6/25@**:**}
Set of outputs with msk
010 11 161 1101 110 101 010 1
100111 10 0100 1001 16000 11 100
ck
11010 1010 1111 101011 010001 1010 1111 101011
1110010 10101000 1011 01001 For a subset 1110010 10101000 1011
1000 11001 10101011 100101 ScX 11001 10101011

10110 101111 00000 10001 1
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using ck &

local evaluationon S
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Constrained Pseudorandom Functions (CPRFs)sw13 kprz13 Bai14]

Pseudorandom Functions with constrained access to the evaluation.

+ Every predicate C' : X — {0defines a subset Se={x €¢X: C(z) =0}

Set of outputs with msk

010 11 161 1101 110 101 010 1
100111 10 0100 1001 1000 11 100

11010 1010 1111 101011 010001
1110010 10101000 1011 01001
1000 11001 10101011 100101

10110 101111 00000 10001 1

1010 1111 101011
1110010 10101000 1011
11001 10101011

using ck¢

local evaluation on SC
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Constrained Pseudorandom Functions (CPRFs)sw13 kprz13 Bai14]

Pseudorandom Functions with constrained access to the evaluation.

+ Every predicate C' : X — {0defines a subset Se={x €¢X: C(z) =0}
~

@ @ CPRFs that support expressive predicates ; P/Poly, NC'

Set of outputs with msk

010 11 161 1101 110 101 010 1
100111 10 0100 1001 1000 11 100

11010 1010 1111 101011 010001
1110010 10101000 1011 01001
1000 11001 10101011 100101

10110 101111 00000 10001 1

1010 1111 101011
1110010 10101000 1011
11001 10101011

using ck¢

local evaluation on SC
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CPRFs meet Secure Computation



CPRFs meet Secure Computation

A Generic Idea



CPRFs meet Secure Computation

For aconstraint C: X -> {0,1}: S¢={z € X: C(z) =0}
ck, can evaluate on S while learning nothing about the output outside of it.
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CPRFs meet Secure Computation

For aconstraint C: X -> {0,1}: S¢={z € X: C(z) =0}

ck, can evaluate on S while learning nothing about the output outside of it. .

-

(e
[Take a PRF F with key k, and compute subtractive sharesof P, : (k,C) — C(x) - Fy(x) ’@\
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CPRFs meet Secure Computation

For aconstraint C: X -> {0,1}: S¢={z € X: C(z) =0}

ck, can evaluate on Sg while learning nothing about the output outside of it. .

-

(e
[Take a PRF F with key k, and compute subtractive sharesof P, : (k,C) — C(x) - Fy(x) ’@\

encodings

A correctness:

yO_yIZPm(kac)
o

C, k
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CPRFs meet Secure Computation

For aconstraint C: X -> {0,1}: S¢={z € X: C(z) =0}

ck, can evaluate on Sg while learning nothing about the output outside of it. .

-

(e
[Take a PRF F with key k, and compute subtractive sharesof P, : (k,C) — C(x) - Fy(x) ’@\

.. By
J

msk CPRF output

cke constrained evaluation output
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CPRFs meet Secure Computation

For aconstraint C: X -> {0,1}: S¢={z € X: C(z) =0}

ck, can evaluate on Sg while learning nothing about the output outside of it. .

-

(e
[Take a PRF F with key k, and compute subtractive sharesof P, : (k,C) — C(x) - Fy(x) ’@\

A correctness:

yo— 1y = Pu(k, C)

Mahshid Riahinia — GDR-Sécu-JN2025 Randomness Delegation & Secure Computation



CPRFs meet Secure Computation

For aconstraint C: X -> {0,1}: S¢={z € X: C(z) =0}

ck, can evaluate on Sg while learning nothing about the output outside of it. .

-

(e
[Take a PRF F with key k, and compute subtractive sharesof P, : (k,C) — C(x) - Fy(x) ’@\

- T € Sc = Pm(k,C)ZO

Y A correctness:

msk
0 — Y1 = Px(kac)

Y
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CPRFs meet Secure Computation

For aconstraint C: X -> {0,1}: S¢={z € X: C(z) =0}

ck, can evaluate on Sg while learning nothing about the output outside of it. .

-

(e
[Take a PRF F with key k, and compute subtractive sharesof P, : (k,C) — C(x) - Fy(x) ’@\

- T € Sc = Pm(k,C)ZO

Y A correctness:
msk ;

Y-y =0

SR ., W
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CPRFs meet Secure Computation

For aconstraint C: X -> {0,1}: S¢={z € X: C(z) =0}

ck, can evaluate on Sg while learning nothing about the output outside of it. .

S ('de“ _
[Take a PRF F with key k, and compute subtractive sharesof P, : (k,C) — C(x) - Fy(x) ’@\

= T € S¢ = Pu(k,C)=0 -~/ —Equaloutputs

Y A correctness:
msk ;

Y-y =0

SR ., W
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CPRFs meet Secure Computation

For aconstraint C: X -> {0,1}: S¢={z € X: C(z) =0}

ck, can evaluate on Sg while learning nothing about the output outside of it. .

S ('de“ _
[Take a PRF F with key k, and compute subtractive sharesof P, : (k,C) — C(x) - Fy(x) ’@\

z € Sc = P,(k,C)=0 /\/\—»Equalou’rpu’rs
w—) L gSC = P, kC

J @m

v A correctness:

yo — y1 = Fi(x)
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CPRFs meet Secure Computation

For aconstraint C: X -> {0,1}: S¢={z € X: C(z) =0}

ck, can evaluate on Sg while learning nothing about the output outside of it. .

S ('de“ _
[Take a PRF F with key k, and compute subtractive sharesof P, : (k,C) — C(x) - Fy(x) ’@\

z € Sc = P,(k,C)=0 /\/\—»Equalou’rpu’rs
w—) L gSC = P, kC

J @m

v A correctness:

Yo — y1 = Fi(z)

(> gy = y1 + Fi(x)
eki m— Y1 looks random

v / (k is hidden)
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CPRFs meet Secure Computation

For aconstraint C: X -> {0,1}: S¢={z € X: C(z) =0}

ck, can evaluate on Sg while learning nothing about the output outside of it. .

S ('de“ _
[Take a PRF F with key k, and compute subtractive sharesof P, : (k,C) — C(x) - Fy(x) ’@\

r € S¢ = P.(k,C)=0 -~/ —Equaloutputs

= ¢ & S¢ = P,(k,C) = Fy(x) - CPRF output
_ looks random
s A correctness:
msk 5
Yoy = Fi(x)
= yo = y1 + Fy(z)
eki m— Y1 looks random
N~ / (k is hidden)
CkC
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CPRFs meet Secure Computation

For aconstraint C: X -> {0,1}: S¢={z € X: C(z) =0}

ck, can evaluate on Sg while learning nothing about the output outside of it. w

S ldeu _
[Take a PRF F with key k, and compute subtractive sharesof P, : (k,C) — C(x) - Fy(x) ’@\

r € S¢ = P,(k,C)=0 -~/ —Equaloutputs
correctness + hiding k

x & S¢ = P,(k,C) = Fy(x) - CPRF output
_ looks random
s A correctness:
msk :
— Y1 = :E(k7 C)
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CPRFs meet Secure Computation

For aconstraint C: X -> {0,1}: S¢={z € X: C(z) =0}

ck, can evaluate on S while learning nothing about the output outside of it. .

-

(e
[Take a PRF F with key k, and compute subtractive sharesof P, : (k,C) — C(x) - Fy(x) ’@\

— Instantiations

e Fully Homomorphic Encryption (based on LWE)
[PS18] — P/Poly constraints

e Homomorphic Secret Sharing (from 5 separate assumptions)
[CMPR23] — NC? constraints
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CPRFs meet Secure Computation

For aconstraint C: X -> {0,1}: S¢={z € X: C(z) =0}

ck, can evaluate on S while learning nothing about the output outside of it. .

-

(e
[Take a PRF F with key k, and compute subtractive sharesof P, : (k,C) — C(x) - Fy(x) ’@\

— Instantiations

e Fully Homomorphic Encryption (based on LWE)
[PS18] — P/Poly constraints

e Homomorphic Secret Sharing (from 5 separate assumptions)
[CMPR23] — NC1 constraints

m=) ¢ Receiver-Deniable Fully Homomorphic Encryption (Sparse LPN)

Aith P. Fallahpour, L. Kohl — NC! constraints & delegatable
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CPRFs meet Secure Computation

For aconstraint C: X -> {0,1}: S¢={z € X: C(z) =0}

ck, can evaluate on S while learning nothing about the output outside of it. .

-

(e
[Take a PRF F with key k, and compute subtractive sharesof P, : (k,C) — C(x) - Fy(x) ’@\

— Instantiations

e Fully Homomorphic Encryption (based on LWE)
[PS18] — P/Poly constraints

e Homomorphic Secret Sharing (from 5 separate assumptions)
[CMPR23] — NC1 constraints

m=) ¢ Receiver-Deniable Fully Homomorphic Encryption (Sparse LPN)

Aith P. Fallahpour, L. Kohl — NC! constraints & delegatable

msk — ckg, — ckg, = ... ... €8¢ C S¢,
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CPRFs from FHE

Want: FHE with distributed decryption

sk,-sk, =sk —> DDec(ct, sk,) - DDec(ct, sk,) = DDec(ct, sk)

P,:(k,C)— C(z) - F(x)

Enc(C) Enc(k) skg Evalp, DDec Yo

J A
: correctness:

hiding Yo W

. =P, (k,C)
Sk1
Evalp, DDec %

Ok mYsk
bl /

Enc(C) Enc(k) sk

J
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CPRFs meet Secure Computation

Receiver-Deniable

FHE



Receiver-Deniable FHE

Definition (FHE). Computation can be performed over encryted data.

P : program Enc (m) Enc (P (m))
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CPRFs from FHE

Want: FHE with distributed decryption

sk,-sk,=sk —> DDec(ct, sko) - DDec(ct, skl) = DDec(ct, sk)
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CPRFs from FHE

Want: FHE with distributed decryption

sk,-sk, =sk —> DDec(ct, sk,) - DDec(ct, sk,) = DDec(ct, sk)

P,:(k,C)— C(z) - F(x)

Enc(C) Enc(k) skg Evalp, DDec Yo

Sk1
Evalp, DDec Y1

J

>
msk

C,k

Enc(C) Enc(k) sk

J
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CPRFs from FHE

Want: FHE with distributed decryption

sk,-sk, =sk —> DDec(ct, sk,) - DDec(ct, sk,) = DDec(ct, sk)

P,: (k,C) s C(z) - Fyx(z) msk depends

on C
ﬂ ﬂ Enc(k) sko Evalp, DDec Yo
msk
Sk1
Evalp, DDec Y1

C, k

Enc(C) Enc(k) sk

J
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Receiver-Deniable FHE

Definition (FHE). Computation can be performed over encryted data.

P:program Enc (m) Enc (P (m))

Receiver-Deniabilit
4 y ™

Given a ciphertext ct and message m, find sk that validates ct as encryption of m.

sk <. | Enc(m) sk . |Enc (m/)
N /
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Constrained PRFs from Receiver-Deniable FHE

@ Enc (0)| ||Enc(0)

y
msk

Yo
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Constrained PRFs from Receiver-Deniable FHE
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Constrained PRFs from Receiver-Deniable FHE

Sk() L’t
—m- Yo E(s.t. Enc(0)=Enc(C) and Enc(0)=Enc(k) ]

N J
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Constrained PRFs from Receiver-Deniable FHE

Sk() L"
—m- Yo E(s.t. Enc(0)=Enc(C) and Enc(0)=Enc(k) ]

N J

Mahshid Riahinia — GDR-Sécu-JN2025 Randomness Delegation & Secure Computation



Constrained PRFs from Receiver-Deniable FHE

ﬂ Enc (C)| J|Enc (k)

N J

Sk() LL
—m- Yo E(s.t. Enc(0)=Enc(C) and Enc(0)=Enc(k) ]

Y :
msk sko — sk = sk

. sk1¢
| Enc (C)| | Enc (k) Evalp, Y1

N J
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Constrained PRFs from Receiver-Deniable FHE

> K o8
ﬂ Enc (C)| J|Enc (k) i—m— Yo E(s.t. Enc(0)=Enc(C) and Enc(0)=Enc(k) ]

msk ésko—sklzsk éyo—ylzC’(m)-Fk(a:)

L. Sk1¢ v
| Enc (C)| | Enc (k) Evalp, Y1

N J
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Constrained PRFs from Receiver-Deniable FHE

- ~ Sk() t'L
Enc (C)| ||Enc (k) Evalp, Yo | sks.t. Enc(0)=Enc(C) and Enc(0)=Enc(k) ]

N J

msk ésko—sklzsk éyo—ylzC’(m)-Fk(a:)

L. Sk1¢ v
| Enc (C)| | Enc (k) Evalp, Y1

N J
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Constrained PRFs from Receiver-Deniable FHE

- ~ Sk() t'L
Enc (C)| ||Enc (k) Evalp, Yo | sks.t. Enc(0)=Enc(C) and Enc(0)=Enc(k) ]

N J

msk ésko—sklzsk éyo—ylzC’(m)-Fk(a:)

° * Sk]_Y Y 3
ﬂ Enc (C)jg|Enc (k) E( s.t. Enc(0)=Enc(C’) and Enc(O)=Enc(k’)]

N J
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Constrained PRFs from Receiver-Deniable FHE

—m- Yo F(st Enc(0)=Enc(C) and Enc(0)=Enc(k) ]

Sko—Skl—Sk yo—yl C(z)- Fr(x)

sk —
sk’ s.t. Enc(0)=Enc(C’) and Enc(O)=Enc(k’)]

T( : ’ ’
Cko — sk} =sk’ - —y1 =C'(z) - Fy (z)
sk’
Enc (C')| ||Enc (k") EvaIP
CT(C/
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Constrained PRFs from Receiver-Deniable FHE

—m- Yo F(st Enc(0)=Enc(C) and Enc(0)=Enc(k) ]

Sko—Skl—Sk yo—yl C(z)- Fr(x)

S 3]
sk’ s.t. Enc(0)=Enc(C’) and Enc(O)=Enc(k')]

cke : — sk = sk’

—41=C'(z) - Fu (a)

S—klm
/! n !/ Va P
Enc (C')| ||Enc (k") CkC “="msk C(x)=0

CkC/ Ck « n kC C,(X) = O
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