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Definition. Deterministic keyed functions indistinguishable from truly random functions.

Pseudorandom Functions (PRFs)

Compute using   
$

Set of outputs with msk

[GGM86]
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Constrained  Pseudorandom Functions (CPRFs)

Pseudorandom Functions with constrained access to the evaluation.

Compute using   
$

Set of outputs with msk Set of outputs without msk

[BW13,KPTZ13,BGI14]
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Constrained  Pseudorandom Functions (CPRFs)
Application

usingCompute using   
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Set of outputs with msk

For a subset
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Every predicate                            defines a subset 

using
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Every predicate                            defines a subset 

using

Constrained  Pseudorandom Functions (CPRFs)

Pseudorandom Functions with constrained access to the evaluation.

Compute using   
$

Set of outputs with msk

local evaluation on SC

[BW13,KPTZ13,BGI14]

CPRFs that support expressive predicates ; P/Poly, NCi 
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CPRFs meet Secure Computation

A Generic Idea
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CPRFs meet Secure Computation
For a constraint C: X -> {0,1} :

ck
S
 can evaluate on      , while learning nothing about the output outside of it.
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For a constraint C: X -> {0,1} :
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S
 can evaluate on      , while learning nothing about the output outside of it.

Encode

constrained evaluation output

CPRF output

CPRFs meet Secure Computation
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Take a PRF F with key k, and compute subtractive shares of                                                

For a constraint C: X -> {0,1} :

ck
S
 can evaluate on      , while learning nothing about the output outside of it.

Encode

correctness:

Equal outputs

CPRF output
looks random

correctness + hiding k

CPRFs meet Secure Computation
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● Fully Homomorphic Encryption (based on LWE)
[PS18] — P/Poly constraints

● Homomorphic Secret Sharing (from 5 separate assumptions)
[CMPR23] — NC1 constraints

Take a PRF F with key k, and compute subtractive shares of                                                

For a constraint C: X -> {0,1} :

ck
S
 can evaluate on      , while learning nothing about the output outside of it.

9
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CPRFs meet Secure Computation
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CPRFs from FHE

FHE

DDec

DDec

sk
0

 - sk
1

 = sk     —>    DDec(ct, sk
0

) - DDec(ct, sk
1

) = DDec(ct, sk)

Want: FHE with distributed decryption                

correctness:
hiding

10



CPRFs meet Secure Computation

Receiver-Deniable 
FHE



Mahshid Riahinia — GDR-Sécu-JN2025   /17 Randomness Delegation & Secure Computation

Receiver-Deniable FHE

10

Definition (FHE). Computation can be performed over encryted data. 

P : program
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CPRFs from FHE

FHE

DDec

DDec

msk depends 
on C
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Receiver-Deniable FHE
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Given a ciphertext ct and message m, find sk that validates ct as encryption of m.

Definition (FHE). Computation can be performed over encryted data. 

Receiver-Deniabilit
y

sk sk’

P : program
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Constrained PRFs from Receiver-Deniable FHE

DDec
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Constrained PRFs from Receiver-Deniable FHE

DDec

Give me 
ckC
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Constrained PRFs from Receiver-Deniable FHE

DDec sk s.t. Enc(0)=Enc(C) and Enc(0)=Enc(k)
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Constrained PRFs from Receiver-Deniable FHE
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Conclusion

pseudorandom 
predicates

Constrained PRFs

Homomorphic 
Secret Sharing

NC1&inner-product

5 new 
constructions
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Conclusion

pseudorandom 
predicates

Constrained PRFs

Homomorphic 
Secret Sharing

NC1&inner-product

5 new 
constructions

Thank You!

for oblivious transfer correlations

Pseudorandom 
Correlation Functions

public-key

construction 
x104 faster 
than others

Fully-Homomorphic
Encryption

delegatable

(public) 
puncturing

Pseudorandom 
Correlation Functions

for VOLE correlations
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Lattice-Based

P/poly NC1 Inner-Product

Group-Based

Heavy Tools
(iO,multilinear maps)
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